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1
END-TO-END NETWORK SERVICE
ASSURANCE SOLUTION

FIELD

The field relates to network service assurance, and, in
particular, to an integrated end-to-end framework for network
service assurance.

BACKGROUND

As the number of available telecommunication services
have grown in today’s world, telecommunication service pro-
viders have expanded communications networks with more
technologies to provide more services. The complexity of
these communications networks can escalate as services and
technologies are added. Although, traditional network tech-
nologies can be used to monitor aspects of communications
networks, traditional technologies are limited.

SUMMARY

In summary, among other innovations, techniques and
tools are described herein for network service assurance.
According to one aspect of the tools and techniques described
herein, an integrated end-to-end framework for network ser-
vice assurance includes a presentation layer, a service man-
agement layer, a network-infrastructure management layer,
and a unified network-access layer. The unified-network-ac-
cess layer is configured to receive a network request in a
standard abstracted format, and the network request being
associated with at least one network element. The unified
network-access layer also being configured to select a vendor
adaptor from a plurality of vendor adaptors based at least on
information about the at least one network element. The uni-
fied network-access layer further being configured to gener-
ate a vendor-formatted network request using the vendor
adapter, and also configured to send the vendor-formatted
network request to the at least one network element.

The foregoing and other objects, features, and advantages
of the invention will become more apparent from the follow-
ing detailed description, which proceeds with reference to the
accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of an exemplary framework
for network service assurance.

FIG. 2 is a schematic diagram illustrating an exemplary
unified network-access layer.

FIG. 3 is a flowchart illustrating an exemplary method for
sending a vendor-formatted network request.

FIG. 4 is a schematic diagram illustrating an exemplary
network-infrastructure management layer.

FIG. 5 is a schematic diagram illustrating an exemplary
service management layer.

FIG. 6 is a schematic diagram illustrating an exemplary
presentation layer.

FIG. 7 is a flow diagram of an exemplary method for
providing network service assurance proactively.

FIG. 8 is a flow diagram of an exemplary method for
providing network service assurance reactively.

FIG. 9 is a schematic diagram illustrating an exemplary
unified network-access layer.

FIG. 10 is a schematic diagram illustrating a generalized
example of a suitable computing environment for any of the
disclosed embodiments.
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2
DETAILED DESCRIPTION

Exemplary Integrated End-to-End Framework for
Network Service Assurance

FIG. 1 is a schematic diagram of an exemplary framework
100 for network service assurance that can be implemented
using one or more computing devices.

The framework 100 can be an integrated end-to-end frame-
work for network service assurance that has the capability to
cover many aspects (e.g., one, more than one, or all aspects)
of network service assurance in a reactive mode and/or pro-
active mode for voice, video, and/or data technologies pro-
vided by communications service providers. The framework
100 can be end-to-end, flexible, and open, and provide net-
work service assurance using proactive and reactive network
fault detection across hybrid networks and services. In some
implementations, the hybrid networks include wire line net-
works such as next generation wire line complex networks. In
some implementations, communications service providers
can include retail broadband service providers, wholesale
broadband service providers, local access providers, carrier
Ethernet service providers, voice service providers, and tele-
vision service providers. In some implementations, wire line
network services can include Ethernet services, broadband
services, virtual private network (VPN) services, and other
wire line services. The framework 100 can perform automatic
network fault detection, network fault co-relation, and/or
trend based performance analysis for network fault localiza-
tion to provide solutions to problems on voice, data, and video
services provided by a network. The framework 100 can
include and provide an extensible platform for integration
with open source, commercial off-the-shelf networking tools
and packages, rules engines, legacy systems, and/or other like
network systems. The framework 100 can include a presen-
tation layer 110, a service management layer 120, a network-
infrastructure management layer 130, and a unified network-
access layer 140. The unified network-access layer 140 can
integrate with a hybrid heterogeneous network such as a next
generation wire line heterogeneous network, and the unified
network-access layer can provide capabilities for performing
real time diagnostics, managing proactive network events,
and integration with customer premises equipment (CPE)
devices and third party systems. The service management
layer 120 can determine root causes of network service fail-
ures, the impact of a network failure on network services
and/or recommendations for correcting or repairing the root
cause of network service failures. The service management
layer 120 can perform actions by using a knowledge based
service analytics engine that can recommend resolutions
based in part on the type and/or complexity of the network
problem or network service failure. For example, if a repair,
correction, or resolution of a network service failure can be
achieved automatically through configuration on a network
device, the service management layer can have a network
request, that requests the performance of a repair operation,
sent from the network-infrastructure management layer 130
to the unified network-access layer 140. The unified network-
access layer 140 can then transform the network request to
send a vendor-formatted network request to have the appro-
priate configuration performed on the appropriate network
device. In some implementations, if a resolution, correction,
orrepair can be done manually, the service management layer
creates one or more tickets in one or more trouble ticketing
and/or work flow management systems to initiate a manual
repair or correction. Network-infrastructure management
layer 130 can provide network event correlation, network
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capacity analytics, and repair procedures for repairing or
network failures or faults. Presentation layer 110 can provide
a user interface to access the services exposed by a network
such as the services of the service management layer 120, the
network-infrastructure management layer 130, the unified
network-access layer 140, and/or other communications net-
work services.

Exemplary Unified Network-access Layer

FIG. 2 is a schematic diagram illustrating an exemplary
unified network-access layer 200. With rapid advancements
in the telecommunications domain, communications service
providers can add new networks and expand existing net-
works with devices and technologies provided by various
vendors to support emerging technologies and products. Ser-
vice assurance including fault management of these multi-
vendor, multi-standard, multi-protocol networks can be done
in part using a unified network-access layer such as unified
network-access layer 200. A unified network-access layer can
provide a single platform to interface with multiple devices
and/or technologies from multiple vendors. For example, a
unified network-access layer can be communicated with by
upstream systems (e.g., operational support systems, a ser-
vice management layer, a network-infrastructure manage-
ment layer, and/or other upstream system) using an interface
compliant with a standard abstracted format, and then the
unified network-access layer can interface with downstream
network elements and services using vendor-formatted net-
work requests. That is to say a unified network-access layer as
an extensible platform can interface with network devices and
systems from different vendors that support vendor formats
that are compliant with different device or system interface
standards or protocols. Device or system interface standards,
transport mechanisms, communications patterns (e.g., syn-
chronous and/or asynchronous), and third-party system inte-
grators supported by network elements and network element
types can vary based on the vendor that provides or makes the
network element. A unified network-access layer such as
unified network-access layer 200 can provide a platform to
perform fault management on network elements in part by
abstracting the underlying complexity of interacting with
network elements and/or third party systems using one or
more transport mechanisms and protocols in a reactive and/or
proactive manner. In some implementations, a unified net-
work-access layer can communicate and integrate with net-
work elements or systems that support vendor formats that are
compliant with one or more device or system interface stan-
dards or protocols such as one or more Telemanagement
Forum (TMF) standards, one or more versions of the Multi-
Technology Operations System Interface (MTOSI) standard,
the TR-069 standard, one or more transport layer standards,
and other like interface standards. A unified network-access
layer can support synchronous and/or asynchronous modes of
communication. For example, synchronous communication
can be used to retrieve a status of a network element on-
demand or in real time, and asynchronous communication
can be used to gather data sets from network elements peri-
odically over time. In some implementations, the unified
network-access layer can be integrated to be used with an
existing operational support system (OSS) as a ‘plug-N-play’
kit. In some implementations, operational support systems
can be systems attached to the network to provide operational
support for the network. In some implementations, the unified
network access layer can support interactions with systems
such as OSS systems using XML and can be compliant with
one or more versions of the MTOSI standard such as MTOSI
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2.0 or other versions. In some implementations, a unified
network-access layer can include a graphical user interface
that can include one or more management information system
options when accessed. The unified network-access layer 200
of FIG. 2 includes an integration layer 210, a data modeling
layer 220, a network adaptation layer 230, and an element
adaptors layer 240.

The integration layer 210 can be used to integrate the
unified network-access layer with upstream services such as
one or more OSS systems built on one or more software
platforms, and/or a service management layer, a network-
infrastructure management layer, and a presentation layer.
The integration layer 210 includes an integration module 214
and an integrated extensible markup language (XML) based
interface such as integrated XML based interface 218. The
integrated XML based interface 218 can be compliant with
the MTOSI standard. For example, the integrated XML based
interface 218 can be a web service that is MTOSI compliant
and/or an integration web service module. In some imple-
mentations, the integration layer can communicate or be
accessed synchronously or asynchronously using web ser-
vices, and/or message oriented middlewares such as Java
Message Service and the like. The integrated XML based
interface 218 can invoke an application programming inter-
face (API) of the integration module 214. For example, the
integrated XML based interface can receive a network request
from an OSS system or a service management layer request-
ing the performance of an on-demand diagnostics of one or
more network elements or systems, and the integrated XML
based interface 218 can invoke an operation of the API of the
integration module to have the requested diagnostics per-
formed.

The integration module 214 is an API based integration
module that exposes an API to execute one or more operations
216 that allow for operational support system (OSS) integra-
tion. In one example, the operations 216 that can be executed
using the API exposed by the integration module 214 can
include a monitor operation, a notify operation, a collect
statistics operation, and an execute operation.

The monitor operation of the integration module 214, in
some implementations, allows the unified network-access
layer to monitor a network and capture alarms and/or traps
from network and/or OSS tools, components and/or devices.
In some implementations, the monitor operation allows the
unified network-access layer to generate a notification based
on a captured alarm and/or trap and the notification includes
enriched data with abstracted values. In some implementa-
tions, the monitor operation can be used to monitor for and/or
collect network performance statistics. In one implementa-
tion, the monitor operation is invoked using parameters that
can include entity information, properties information, OSS
inventory information, or one or more monitor rules. In one
implementation, the monitor operation once invoked pro-
vides an output that indicates that the outcome of the monitor
operation as invoked was successful or unsuccessful.

The notify operation of the integration module 214, in
some implementations, is a push operation that allows the
unified network-access layer to send a notification to one or
more OSS systems. In one implementation, the notification
sent by the notify operation can be based on the processing of
captured and/or monitored alarms and/or traps from one or
more network components (e.g., a device and/or probe) and/
or one or more OSS components. In one implementation, the
processing of captured and/or monitored alarms and/or traps
can be done using one or more monitor rules. In some imple-
mentations, the monitor operation once invoked provides out-
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put that can include entity information, properties informa-
tion, property values information, or OSS inventory
information.

The collect statistics operation of the integration module
214, in some implementations, is a push operation that sends
enriched, abstracted performance statistics to one or more
OSS systems after capturing performance data from one or
more network components and/or one or more OSS compo-
nents using one or more monitor rules. In some implementa-
tions, the collect statistics operation once invoked provides
output that can include entity information, properties infor-
mation, property values information, or OSS inventory infor-
mation.

The execute operation of the integration module 214, in
some implementations, causes the execution (e.g., a real time
execution) of a functionality of one or more network ele-
ments. For example, the execute operation can be used to run
a diagnostic test on a device and/or test head. Also for
example, the execution operation can be used to set a property
value or configuration value on a network element. In one
implementation, the execute operation is invoked using
parameters that can include entity information, properties
information, property value information, OSS inventory
information, or an operation type information. In some imple-
mentations, the operation type information detects the choice
of functionality to be executed for a network element.

The data modeling layer 220 of the unified network-access
layer 200 can include a request handler 221, a vendor adaptor
222, one or more data dictionaries 223, vendor selection
module 224, a push data handler 225, and/or a configuration
module 226. In some implementations, the data modeling
layer 220 transforms OSS data (e.g., entities information,
properties information, values information, and/or other OSS
data) in a standard abstracted format into data that is in a
vendor format that can be accepted and processed by a net-
work element that is compliant with the vendor format. Also,
in some implementations, the data modeling layer transforms
data received from a network element that is formatted in a
vendor format into a standard abstracted format. In some
implementations the data modeling layer 220 uses the one or
more data dictionaries 223 to perform the transformation of
data from a standard abstracted format to a vendor format or
from a vendor format to the standard abstracted format. In
some implementations, a data dictionary of the one or more
data dictionaries 223 is used for mapping data values of the
standard abstracted format to corresponding values of one or
more vendor formats. In some implementations, OSS inven-
tory information can be created by the data modeling layer
220 using a standard abstracted format for representing cap-
tured network inventory information so that OSS inventory
information in the standard abstracted format can be under-
stood by OSS systems when received. In some implementa-
tions of a data modeling layer, one or more mapping rules can
be used to transform OSS inventory data to vendor inventory
data or vendor inventory data to OSS inventory data.

Tables 1-3 show exemplary data dictionaries that can be
used by a data modeling layer. These exemplary data dictio-
naries are provided for explanation and other data dictionaries
can also be used by a unified network-access layer.

TABLE 1

Entity Data Dictionary

Name Description

Device Physical or logical Device, Probe, or
Test Head

Device.card A network card

Device.card.port Port on a device

10

15

20

25

30

35

40

45

50

55

60

65

6
TABLE 1-continued

Entity Data Dictionary

Name Description

Device.card.port.vlanid
Device.link
Device.card.CPU

VLAN on a port
Physical/Logical Network connection
CPU on Device Card

Device.card.port.vlanid.channel TV Channels
TABLE 2
Properties Data Dictionary
Name Vendor 1 Format Vendor 2 Format
System.availability Availability % Available
System.temperature Temp Temperature
Ethernet.ingress.packetLoss InPacketLoss % iPacketLoss
Ethernet.egress.packetLoss OutPacket:Loss% ePacketLoss
Ethernet.adminState AdministrativeState  AdminStatus
Ethernet.jitters Jitters Jitters
RTSP.round TripDelay Delay% RstpDelay
TABLE 3
Properties’ Value Data Dictionary
Name Vendor 1 Value Format Vendor 2 Value Format
Up Active 1
Loop In Loop 2
Down Inactive 0
The data modeling layer 220 includes one or more vendor
adaptors 222. A vendor adaptor of the one or more vendor

adaptors 222 can be selected and invoked for use based on a
selected network vendor and a network device that is to be
communicated with using the selected vendor adaptor. For
example, if a network device is a modem from a vendor, the
vendor adaptor that is invoked can be a vendor adaptor that is
configured to generate vendor-formatted network requests
that can communicate or interface with the modem device
from the vendor. In some implementations, a vendor adapter
can map an identified device with a device interface standard
compliant with the device and generate a vendor-formatted
network request so that it is compliant with the device inter-
face standard. Respective vendor adaptors of the one or more
vendor adaptors 222 can include vendor request templates
and vendor data processing modules. The vendor request
templates can be used to generate or build vendor-formatted
network requests. In some implementations, the vendor-for-
matted network requests can be generated using the vendor
request templates, entity information and/or operation type
information. In some implementations, vendor adaptors can
be configured to communicate with devices from vendors that
are compliant with one or more versions of the MTOSI stan-
dard, and/or the TR-069 standard.

The network adaptation layer 230 of the unified network-
access layer 200 can include one or more vendor request
handlers 234, and/or one or more vendor watch modules 238.
The network adaptation layer can operate reactively in a
reactive mode or proactively in proactive mode. For example,
in the reactive mode, the request handlers extract on-demand
data from network elements or systems. Also for example, in
the proactive mode, the vendor watch modules subscribe to
alarm and performance parameters related information from
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network elements or systems and collect the performance
parameters related information periodically.

The network element adaptors layer 240 of the unified
network-access layer 200 includes one or more element adap-
tors 242, that are used to communicate with one or more
network elements (e.g., devices, EMS, NMS, probes, and/or
test heads), and/or one or more custom adaptors 244, that are
used to communicate with OSS network facing components
or systems such as components that are part of commercial
off-the-shelf products provided by vendors or other network
facing components. For example, a custom adaptor can be
used to connect or plug-in OSS components that already exist
on a network so that the OSS components can communicate
with the unified network-access layer connected to the net-
work. The element adaptors 242 and custom adaptors 244 can
support and communicate with network elements and OSS
network facing components using one or more transport
mechanisms. In some implementations, an element adaptors
layer can use a standard element adaptor or a custom adaptor
to interface or communicate with a network element or OSS
network facing component using one or more transport
mechanisms compliant with the network element or OSS
network facing component such as an XML based interface or
a conventional remote procedure call (RPC) based interface.
In some implementations, an XML based interface can
include a SOAP & REST web service, HTTP over XML, IMS
using a message provider, or other XML based interfaces. In
some implementations, an RPC based interface can include
telnet, SSH, Corba, SNMP, ICMP, or other RPC based inter-
faces. In some implementations, an element adaptors layer
can use a standard element adaptor or a custom adaptor to
interface or communicate with a network element or OSS
network facing component by converting XML to eBXML.
For example, when services of a local operator’s network are
exposed over a business-to-business (B2B) gateway, adaptors
can convert from XML to eBXML which can be transported
over the gateway.

Exemplary Method for Sending a Vendor-Formatted
Network Request to a Network Element

FIG. 3 is a flowchart illustrating an exemplary method 300
for sending a vendor-formatted network request to a network
element. In FIG. 3, a network request in a standard abstracted
format that is associated with a network element of a plurality
of network elements is received at 310. For example, a net-
work request to configure a network device can be sent to and
received by a unified network-access layer and the network
request can be formatted in a standard abstracted format. In
some implementations, the network request includes infor-
mation about the network element such as a network element
identifier, and/or type of network element. For example, a
network request to configure a network device or system can
include information indicating what network device or sys-
tem is to be configured. At 320, a vendor adaptor is selected
from a plurality of vendor adaptors based at least on informa-
tion about the network element. For example, a network
request to perform a configuration on a device can be received
and information about the device can be used to select a
vendor adaptor that can build network requests according to
an acceptable format that can be accepted by the device
provided by a vendor. In some implementations, the informa-
tion about the network element can be included in the network
request or derived from information included in the network
request. At 330, using the vendor adaptor, a vendor-formatted
network request is generated based at least on the received
network request. For example, a selected vendor adaptor can
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be used to generate or build a network request according to a
vendor format that can be processed or accepted by a network
device that is compliant with the vendor format. In some
implementations, the vendor adaptor transforms the received
network request in the standard abstracted format into a ven-
dor-formatted network request that can be accepted by a
network device or system. In some implementations, the ven-
dor adaptor builds a vendor-formatted network request com-
pliant with one or more standards such as a version of
MTOSI, TR-069, and/or other device compliant standards. At
340, the vendor-formatted network request is sent to the net-
work element. For example, a vendor-formatted network
request compliant with a standard that is accepted by or
compliant with a network device can be sent to the device
using one or more transport mechanisms. For example, an
element adaptors layer of a unified network access layer can
use a standard element adaptor or a custom adaptor to inter-
face or communicate with a network element and/or OSS
network facing component using the vendor-formatted net-
work request and one or more transport mechanisms such as
an XML based interface or a RPC based interface. In some
implementations, the network element receives the vendor-
formatted network request and performs an operation, con-
figuration, or other function of the device. For example, based
on information included in a vendor-formatted network
request received from a unified network-access layer, a net-
work element can perform a configuration, diagnostic, repair
operation, or other functionality that the network element is
capable of performing.

Exemplary Network-infrastructure Management
Layer

FIG. 4 is a schematic diagram illustrating an exemplary
network-infrastructure management layer 400. The network-
infrastructure management layer 400 includes a fault fix
engine 410, a correlation engine 420, a capacity analytics
module 430, a unified data repository 440, a unified topology
module 450, a call tracing and call data record analysis mod-
ule 460, and/or a network data and event collection layer 470.
In some implementations, the network-infrastructure man-
agement layer can be coupled to a service management layer.
In some implementations, the fault fix engine 410 can include
and store self-recovery configurations for a plurality of net-
work elements and systems. In some implementations, the
self-recovery configurations can be used based on a diagnosis
of a localized cause of a network failure by a service man-
agement layer. The self-recovery configurations can be infor-
mation about repair procedures that can be performed to
repair a network fault by performing a configuration or repair
operation or function of a network device or system. The fault
fix engine 410 can use logic to select a self-recovery configu-
ration to perform from the plurality of self-recovery configu-
rations based on a diagnosis from a service management
layer. For example, if the service management layer diag-
noses that a network fault or failure is caused by an improper
configuration of a network system or device, then the fault fix
engine can choose a self-recovery configuration that can cor-
rect or repair the improper configuration on the network
device or system to properly configuring the network device
or system. In some implementations, the fault fix engine can
proactively auto correct network problems or faults by caus-
ing or requesting (e.g., via a network request) the perfor-
mance of configurations or repair functions on other network
devices based on monitored network element feeds such as
traps. In some implementations, after fault identification and
localization by the service management layer, the fault fix
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engine 410 can automatically repair and/or correct localized
faults in part by initiating one or more repair operations. For
example, the fault fix engine can cause the performance of a
port flex and port reset to repair port or virtual local area
network problems on an access network. Also for example,
the fault fix engine can cause the performance of a line card
reset to repair line card issues on an access network. In a
further example, the fault fix engine can cause the perfor-
mance of a port reset to repair port synchronization and/or no
authentication problems for broadband services. In yet a fur-
ther example, the fault fix engine can cause the performance
of a session kill to repair and the removal of stale session
problems for broadband services. Also for example, the fault
fix engine can repair call server registration and/or configu-
ration problems for voice services. Additionally for example,
the fault fix engine can repair core network problems related
to port configurations by causing the reconfiguration of ports.
Also for example, the fault fix engine can cause the perfor-
mance of modem force reboots and/or modem firmware
upgrades for broadband services. In yet another example, the
fault fix engine can repair speed problems for broadband
services associated to a distribution point. The fault fix engine
can automatically correct the network faults that occur over
wired networks of communication service providers such as
next generation networks. The fault fix engine can automati-
cally correct faults that are identified and localized proac-
tively in a proactive mode and/or reactively in a reactive
mode. In some implementations, the fault fix engine can act
on various traps and/or the fault fix engine can cause the
performance of configurations on devices such as configura-
tion of speeds in order to dynamically manage one or more
speed profiles in the network. The fault fix engine 410 can
have knowledge about the functionality and capabilities of
network elements and can access information about the topol-
ogy of the network from a unified topology module 450.

The correlation engine 420 can include rules that can deter-
mine root-cause events based on one or more received net-
work events, and can correlate the information to determine
an impact to the network. In some implementations, the cor-
relation engine determines an impact across one or more
domains of the network using a topology model. For example,
if a network cable that connects two network devices fails, the
generated alarms for the ports of the devices and an alarm for
the cable failure can be collected and sent to the correlation
engine, and the correlation engine can then determine from
the three alarms that the root cause of the alarms is the cable
failure and that the alarms for the ports were caused by the
cable failure. In some implementations, the correlation
engine can be used to reduce the number of alarms that are
forwarded to other systems of the network. For example,
using the information from the correlation engine, alarms and
network events that are collected and determined not to be
indicative of root causes of network problems or failures can
be filtered out and not sent to other systems orused for further
analysis by other layers. In some implementations, root cause
information, network impact information determined, and/or
information about network events is sent from the correlation
engine to the service management layer which can determine
and initiate the performance of a repair action.

The capacity analytics module 430 of the network-infra-
structure management layer 400 can provide information, to
other network systems and layers, about network capacity
usage, reactive feeds from network elements, and/or proac-
tive feeds from network elements. In some implementations,
based on the information provided by the capacity analytics
module, the fault fix engine can provide guided actions for
configuration. In some implementations, the capacity analyt-
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ics module can provide information regarding bandwidth
capacity. For example, the fault fix engine can avoid band-
width related issues to the end user through configurations
like VP/VC moves using information provided by the capac-
ity analytics module. The unified topology module 450 can
include a topology model of the network. In some implemen-
tations, the topology model is logically constructed based on
discovery of various network devices, components, and sys-
tems on the network. In one implementation, the logic of the
network-infrastructure management layer can be imple-
mented using rules and a rules engine.

Exemplary Service Management Layer

FIG. 5 is a schematic diagram illustrating an exemplary
service management layer 500. The service management
layer 500 can support multiple technologies and can be inte-
grated with applications and/or components built across one
ormore platforms. The service management layer can include
a knowledge based service analytics engine 510, a KCI/KPI
based SLA management module 520, a forecasting and trend
analytics module 530, a MIS based reporting engine 540, a
service model agent 550, and/or one or more customized
software adaptors 560.

The forecasting and trend analytics module 530 can per-
form network failure or fault localization in part by determin-
ing one or more root causes and location of the one or more
root causes of a network failure or fault using forecasting
and/or trend analytics. In one implementation, fault localiza-
tion can be performed in part by collecting network feeds
(e.g., alarms, traps, and/or network element diagnostic infor-
mation), user reported problems with a network service, and/
or other network information to be used with forecasting and
trend analytics logic to determine one or more root causes of
anetwork failure or fault. In some implementations, the fault
localization is performed in part by localizing the service
failure through associating the network service failure with
one or more identified network devices, components, con-
figurations, and/or systems experiencing problems that are
causing the network service failure. In some implementa-
tions, the forecasting and trend analytics module 530, can
perform fault localization and generate fault information that
includes information about one or more causes of a service
failure which can include an identifier and/or location on the
network of a device, component, or service that is experienc-
ing a problem that is causing a network service failure.

The knowledge based service analytics engine 510, in
some implementations, can perform service impact analysis.
For example, information about a network failure or fault
(e.g., fault information) can be received and the knowledge
based service analytics engine 510 can perform service
impact analysis in part by associating the information about
the network failure or fault with a service inventory of the
network to determine how the network failure or fault will
impact one or more network services and how the localized
network failure is to be corrected or repaired. In some imple-
mentations of service impact analysis, the knowledge based
service analytics engine 510 uses logic to determine if col-
lected information such as requested network diagnostic
information, network feeds (e.g., alarms, traps, and/or other
network feeds), user reported network service problems, and/
or fault information from a forecasting and trend analytics
module indicate that there is a network failure that will impact
network services. In some implementations, an artificial
intelligence uses network information such as fault histories,
fault resolutions, and network behavior patterns to aid the
knowledge based service analytics engine 510 to diagnose
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and localize network faults. If the knowledge based service
analytics engine 510 determines that a failure can adversely
impact network services, the knowledge based service ana-
Iytics engine 510 can determine the manner in which the
failure is to be corrected. For example, the knowledge based
service analytics engine can create a trouble ticket and/or
initiate a manual or automatic correction of the network fault.
That is to say the knowledge based service analytics engine
can determine a route as to how the service impacting net-
work failure is to be corrected or repaired. In some imple-
mentations, after the service impact analysis is performed, the
knowledge based service analytics engine 510 can create a
ticket indicating a fault (e.g., a network failure) in one or more
trouble ticketing systems 562 for the network and the creation
of the ticket can cause the performance of an automatic or
manual correction of the fault. For example, information
about a network service failure or fault can be sent from the
knowledge based service analytics engine 562 to a fault fix
engine of a network-infrastructure management layer as part
of an automatic correction of a network fault or failure. In
some implementations, the knowledge based service analyt-
ics engine can use a unified network-access layer to retrieve
on-demand diagnostic information from network elements
and systems, and, in some implementations, the on demand
diagnostic information can be used to perform service impact
analysis.

The KCI/KPI based SLA management module 520, can
provide service-level agreement management based on key
performance indicators and/or key control indicators. For
example, key performance indicators can be monitored and
provided to inform service-level agreement management.
The MIS based reporting engine 540 provides reports based
on parameters, and in some implementations, the parameters
can be configured by an end user. The service management
layer 500 can include one or more customized software adapt-
ers 560 to interface with one or more trouble ticketing sys-
tems 562 that can be different trouble ticketing systems with
different interfaces. In some implementations, the service
management layer can also include customized software
adapters to integrate with one or more third party systems 564
across various domains, one or more billing systems 566, one
or more workflow management systems 568, and/or other
like network systems. For example, the service management
layer 500 can interact with one or more billing systems using
a customized software adaptor, and the interaction can effect
orupdate billing systems based on the service impact analysis
of'the knowledge based service analytics engine 510. In some
implementations, a service inventory 570 module can provide
information about a service inventory to the service manage-
ment layer 500. The service management layer 500 can
include workflows and rules that can be integrated into one or
more business rules engines.

The logic used by the service management layer 500, in
some implementations, can be implemented using a rules
engine. For example, the rules engine can be configured with
one or more rules such as service rules for one or more
services. In some implementations, the performance of the
service rules are influenced by factors that can include a
market type, a service offering, a class of service, technology
limitations, noises in and/or out of an exchange (e.g.,
crosstalk, REIN, and/or SHINE) and other like service fac-
tors. In some implementations, the rules of the rules engine
can be influenced by service factors such as fault domain
areas for a service, pattern analysis of reactive and proactive
tickets, service usage tends, service drop trends of an end
user, and/or information provide from an infrastructure layer.
By using the service rules influenced by service factors of the
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rules engine, the service management layer can provide a
service based diagnostics for a communications network. In
one implementation, the rules engine is a context based
engine receiving and processing data from various network
systems and initiating associated rule actions. In some imple-
mentations, the rules engine can include one or more rules,
one or more rule sets, one or more actions and one or more
workflows. In one implementation, a rule is applied to make
a decision based on information collected and/or generated
by the service management layer or a network-infrastructure
management layer and the decision can cause a rule action to
be performed. In one implementation, a rule set is a collection
of rules which collectively implement a decision process. A
rule action, in one implementation, can be an event that alters
the state of a process when executed. A workflow, in one
implementation, determines control logic to derive an end
result that can be achieved using rules and rule sets. In some
implementations, rules, workflows, and rule actions can be
included in extensible markup language (XML) files that
include syntax that can be dynamically loaded at run time
using various features in underlying technologies. For
example, if Java is being used JRebel can be used to dynami-
cally load syntax from XML files at run time. In some imple-
mentations, a rules engine has an associated user interface
layer that can be used to determine business rules for the rules
engine. For example, using the user interface layer, a user can
input business rules to be used by the rules engine. In some
implementations, the user interface layer can be used to alter
a workflow to cause an on-demand end result.

Exemplary Presentation Layer

FIG. 6 is a schematic diagram illustrating an exemplary
presentation layer 600. The presentation layer 600 can pro-
vide a user interface to a user to interact with the services of
a service management layer, a network-infrastructure man-
agement layer, and/or a unified network-access layer. In some
implementations, the user interface is an interface that uses
interactive voice response technologies (IVR), a web based
interface, and/or a graphical user interface. For example, an
end user of a service can report a problem with a service of the
network or network failure using a graphical user interface of
the presentation layer that can be accessible online. Also for
example, a telecommunication agent can use a GUI of the
presentation layer to handle network problems or failures of
various services. The presentation layer 600 includes IVR
module 610 which can allow integration with interactive
voice response technologies using IVR software adapters. In
some implementations, a presentation layer can be exposed
through a B2B gateway which can enable service providers to
integrate with their existing OSS systems, or the layer can be
exposed with a common gateway. In some implementations,
a presentation layer can allow integration with one or more
enterprise portals using enterprise portal software adapters.
The presentation layer 600 includes web module 620, and a
convergence gateway 630. The web module 620 can provide
a user interface of the presentation layer over the internet. In
some implementations, the presentation layer 600 can pro-
vide an interface with one or more other technologies using
the convergence gateway 630. In some implementations, the
convergence gateway 630 can convert user interface informa-
tion such as XML based user interface information to one or
more other formats that can be accepted or compliant with
one or more other technologies such as mobile applications
and/or mobile devices.
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Exemplary Method for Providing Network Service
Assurance Proactively

FIG. 7 is a flow diagram of an exemplary method for
providing network service assurance proactively. In some
implementations, proactive service assurance can aid in low-
ering the impact and the prevention of failures or outages on
a communications network. In FIG. 7, a network failure is
detected based on monitoring the network at 710. For
example, a unified network-access layer can collect network
data indicating one or more network failures (e.g., alarms
and/or traps) by monitoring one or more network elements or
systems of the network. At 720, fault information of the one or
more network failures is determined. For example, the unified
network-access layer can send the collected network data
indicating the one or more network failures to the forecasting
and trend analytics module of the service management layer
to determine the cause of the network failure and the location
of'the network failure. In one implementation, the forecasting
and trend analytics module determines the cause of the net-
work failure using root cause analysis and a unified topology
information from a unified topology module. In some imple-
mentations, fault information can include information about a
cause and/or a location of a network failure. For example, the
cause and location of a network failure can indicate identified
network devices, components, or systems located on the net-
work that are experiencing the problems that can contribute to
a network service failure. In some implementations, after the
cause and location of the network failure has been deter-
mined, a network data and event collection layer module
stores the details of the fault information into a unified data
repository and sends the fault information to a knowledge
based service analytics engine for service impact analysis. At
730, service impact analysis is performed. For example, a
knowledge based analytics engine can receive the fault infor-
mation and can perform service impact analysis by associat-
ing the fault information with a service inventory to determine
a localized network failure’s impact on one or more network
services and/or how the correction or repair of the network
failure is to be handled. In some implementations, after the
service impact analysis is performed, the knowledge based
service analytics engine creates a ticket indicating a fault
(e.g., a network failure) in a trouble ticketing system for the
network and later or in parallel initiates an automatic correc-
tion of the network failure or fault using a fault fix engine. For
example, the fault information can be sent from the knowl-
edge based service analytics engine to the fault fix engine as
part of the automatic correction of the fault. At 740, fault-
fixing analysis is performed based at least on the fault infor-
mation. For example, fault information can be received at a
fault fix engine from a knowledge based service analytics
engine and then the fault fix engine can extract the necessary
data from the fault information to perform fault analysis. In
some implementations of fault analysis, the fault fix engine is
configured with decision making rules and diagnostic tools
that are used to decide what repair procedure is to be used to
correct and/or repair a fault on the network. For example, if
the faultis determined to be a fault that is on alist of faults that
can be automatically corrected, then the fault fix engine pro-
ceeds to automatically correct the fault using at least one
repair operation. In some implementations, if the fault is not
determined to be an automatically correctable fault, manual
task information is generated so that the fault can be corrected
or repaired manually. At 750, based on a repair procedure for
correcting the one or more faults, the one or more faults are
automatically corrected at least by generating a network
request in a standard abstracted format and sending the net-
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work request in the standard abstracted format to the unified
network-access layer. For example, a repair operation of a
selected repair procedure can be initiated at least by generat-
ing a network request according to a standard abstracted
format that can cause the repair operation to be performed at
one or more network elements, and the generated network
request can be sent to the unified network-access layer to be
processed and transformed into a vendor-formatted network
request that is transmitted to one or more network elements
that can perform the repair operation. In some implementa-
tions, after the performance of at least one repair operation,
testing is performed, at least using the fault fix engine, to
determine that one or more faults are corrected or that the one
or more faults are not corrected. In some implementations of
proactive service assurance, key performance indicator
reports can be sent to a service user or customer based on a
class of service for the customer or user.

Exemplary Method for Providing Network Service
Assurance Reactively

FIG. 8 is a flow diagram of an exemplary method 800 for
providing network service assurance reactively. In the figure
at 810, reported problem information is received. For
example, a customer or user of services provided by a com-
munications service provider reports one or more network or
network service problems or failures to the communication
service provider, and the reported problem information is sent
to and received by a knowledge based service analytic engine
of a service management layer. At 820, a network failure is
localized based on the reported problem information and fault
information is created for the localized network service fail-
ure. For example, the knowledge based service analytics
engine of a service management layer can perform diagnos-
tics based on the reported problem information and can use a
forecasting and trend analytics module to localize the net-
work failure, and the information about the localized network
failure can be used to produce fault information. In some
implementations, the knowledge based service analytics
engine retrieves inventory information from a service inven-
tory repository as part of the diagnostics. In some implemen-
tations, the knowledge based service analytics engine per-
forms diagnostics in part by retrieving diagnostics from
different OSS systems to determine faults that have been
previously detected and that are known faults on the network.
In some implementations, the knowledge based service ana-
Iytics engine performs diagnostics in part by retrieving real
time diagnostics collected from network elements and that
are exposed and available from a unified network access
layer. In some implementations, the knowledge based service
analytics engine can use the unified network access layer to
perform tests in order to localize a fault across the network by
interfacing with one or more types of test heads and/or probes
to determine, in real time or one-demand, one or more quality
of' service parameters such as jitter, latency, and other param-
eters. In some implementations, the knowledge based service
analytics engine stores the fault information generated from
the diagnostics in a unified data repository and/or creates a
ticket indicating a fault (e.g., a network failure), in a trouble
ticketing system, that can initiate an automatic correction or
repair of the fault using a fault fix engine.

At 830 fault-fixing analysis is performed based at least on
the fault information. For example, fault information can be
received at a fault fix engine from a knowledge based service
analytics engine and then the fault fix engine can extract the
necessary data from the fault information to perform fault
analysis. In some implementations of fault analysis, the fault
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fix engine is configured with decision making rules and diag-
nostic tools that are used to decide what repair procedure is to
be used to correct and/or repair a fault on the network. For
example, the fault fix engine can select and/or use one or more
self-repair configurations to determine a repair procedure to
decide what repair procedure is to be used to correct and/or
repair a fault on the network. At 840, based on a repair
procedure for correcting the one or more faults, the one or
more faults are automatically corrected at least by generating
a network request in the standard abstracted format and send-
ing the network request in the standard abstracted format to
the unified network-access layer. For example, a repair opera-
tion of a selected repair procedure can be initiated at least by
generating a network request according to a standard
abstracted format that can cause the repair operation to be
performed at one or more network elements, and the gener-
ated network request can be sent to the unified network-
access layer to be processed and transformed into a vendor-
formatted network request that is transmitted to one or more
network elements that can perform the repair operation.

FIG. 9 is a schematic diagram illustrating an exemplary
unified network-access layer 900. The unified network-ac-
cess layer 900 includes an integration layer 910, a data mod-
eling layer 920, a network adaptation layer 930, and an ele-
ment adaptors layer 940.

Exemplary Computing Environment

FIG. 10 illustrates a generalized example of a suitable
computing environment 1000 in which herein described
embodiments, techniques, solutions, and technologies may
be implemented. The computing environment 1000 is not
intended to suggest any limitation as to scope of use or func-
tionality of the technology, as the technology may be imple-
mented in diverse general-purpose or special-purpose com-
puting environments. For example, the disclosed technology
may be implemented using one or more computing devices
comprising a processing unit, memory, and storage storing
computer-executable instructions implementing the tech-
nologies described herein. For example, computing devices
include server computers, desktop computers, laptop com-
puters, notebook computers, netbooks, tablet computers,
mobile devices, PDA devices and other types of computing
devices (e.g., devices such as televisions, media players, or
other types of entertainment devices that comprise computing
capabilities such as audio/video streaming capabilities and/or
network access capabilities). The disclosed technology may
also be implemented with other computer system configura-
tions, including hand held devices, multiprocessor systems,
microprocessor-based or programmable consumer electron-
ics, network PCs, minicomputers, mainframe computers, a
collection of client/server systems, or the like. The disclosed
technology may also be practiced in distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work (e.g., a local network, non-local network, and/or the
Internet). In a distributed computing environment, program
modules may be located in both local and remote memory
storage devices. Additionally, the techniques, technologies,
and solutions described herein can be performed in a cloud
computing environment (e.g., comprising virtual machines
and underlying infrastructure resources).

With reference to FIG. 10, the computing environment
1000 includes at least one central processing unit 1010 and
memory 1020. In FIG. 10, this basic configuration 1030 is
included within a dashed line. The central processing unit
1010 executes computer-executable instructions. In a multi-
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processing system, multiple processing units execute com-
puter-executable instructions to increase processing power
and as such, multiple processors can be running simulta-
neously. The memory 1020 may be volatile memory (e.g.,
registers, cache, RAM), non-volatile memory (e.g., ROM,
EEPROM, flash memory, etc.), or some combination of the
two. The memory 1020 stores software 1080 that can, for
example, implement one or more of the technologies
described herein. A computing environment may have addi-
tional features. For example, the computing environment
1000 includes storage 1040, one or more input devices 1050,
one or more output devices 1060, and one or more commu-
nication connections 1070. An interconnection mechanism
(not shown) such as a bus, a controller, or a network, inter-
connects the components of the computing environment
1000. Typically, operating system software (not shown) pro-
vides an operating environment for other software executing
in the computing environment 1000, and coordinates activi-
ties of the components of the computing environment 1000.

The storage 1040 may be removable or non-removable,
and includes magnetic disks, magnetic tapes or cassettes,
CD-ROMs, CD-RWs, DVDs, or any other tangible storage
medium which can be used to store information and which
can be accessed within the computing environment 1000. The
storage 1040 stores computer-executable instructions for the
software 1080, which can implement technologies described
herein.

The input device(s) 1050 may be a touch input device, such
as a keyboard, keypad, mouse, touch screen, controller, pen,
or trackball, a voice input device, a scanning device, or
another device, that provides input to the computing environ-
ment 1000. For audio, the input device(s) 1050 may be a
sound card or similar device that accepts audio input in analog
or digital form, or a CD-ROM reader that provides audio
samples to the computing environment 1000. The output
device(s) 1060 may be a display, printer, speaker, CD-writer,
DVD-writer, or another device that provides output from the
computing environment 1000.

The communication connection(s) 1070 enable communi-
cation over a communication medium (e.g., a connecting
network) to another computing entity. The communication
medium conveys information such as computer-executable
instructions, compressed graphics information, compressed
or uncompressed video information, or other data in a modu-
lated data signal.

Further Considerations

Any of the disclosed methods can be implemented using
computer-executable instructions stored on one or more com-
puter-readable media (tangible computer-readable storage
media, such as one or more optical media discs, volatile
memory components (suchas DRAM or SRAM), or nonvola-
tile memory components (such as hard drives)) and executed
on a computing device (e.g., any commercially available
computer, including smart phones or other mobile devices
that include computing hardware). By way of example, com-
puter-readable media include memory 1020 and/or storage
1040. As should be readily understood, the term computer-
readable media does not include communication connections
(e.g., 1070) such as modulated data signals.

Any of the computer-executable instructions for imple-
menting the disclosed techniques as well as any data created
and used during implementation of the disclosed embodi-
ments can be stored on one or more computer-readable
media. The computer-executable instructions can be part of,
for example, a dedicated software application or a software
application that is accessed or downloaded via a web browser
or other software application (such as a remote computing
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application). Such software can be executed, for example, on
a single local computer (e.g., any suitable commercially
available computer) or in a network environment (e.g., via the
Internet, a wide-area network, a local-area network, a client-
server network (such as a cloud computing network), or other
such network) using one or more network computers.

For clarity, only certain selected aspects of the software-
based implementations are described. Other details that are
well known in the art are omitted. For example, it should be
understood that the disclosed technology is not limited to any
specific computer language or program. For instance, the
disclosed technology can be implemented by software writ-
ten in C++, Java, Perl, JavaScript, Adobe Flash, or any other
suitable programming language. Likewise, the disclosed
technology is not limited to a particular type of hardware.
Certain details of suitable computers and hardware are well
known and need not be set forth in detail in this disclosure.

Furthermore, any of the software-based embodiments
(comprising, for example, computer-executable instructions
for causing a computing device to perform any of the dis-
closed methods) can be uploaded, downloaded, or remotely
accessed through a suitable communication means. Such
suitable communication means include, for example, the
Internet, the World Wide Web, an intranet, software applica-
tions, cable (including fiber optic cable), magnetic commu-
nications, electromagnetic communications (including RF,
microwave, and infrared communications), electronic com-
munications, or other such communication means.

In view of the many possible embodiments to which the
principles of the disclosed invention may be applied, it should
be recognized that the illustrated embodiments are only pre-
ferred examples of the invention and should not be taken as
limiting the scope of the invention. Rather, the scope of the
invention is defined by the following claims and their equiva-
lents. We therefore claim as our invention all that comes
within the scope of these claims and their equivalents.

We claim:

1. A system comprising one or more computing devices
implementing an integrated end-to-end framework for net-
work service assurance, the system comprising:

one or more processors; and

memory, the memory storing computer-executable instruc-

tions for causing the system to implement the framework
comprising:
a presentation layer;
a service management layer;
a network-infrastructure management layer; and
a unified network-access layer, the unified network-ac-
cess layer configured to:
receive a network request in a standard abstracted
format, the network request associated with at least
one network element of a plurality of network ele-
ments;
based on information about the at least one network
element, select a vendor adaptor from a plurality of
vendor adaptors;
using the vendor adaptor, generate a vendor-format-
ted network request based at least on the received
network request; and
send the vendor-formatted network request to the at
least one network element.

2. The system implementing the integrated end-to-end
framework of claim 1 wherein the vendor adaptor transforms
the network request in the standard abstracted format into the
vendor-formatted network request in a vendor format.

3. The system implementing the integrated end-to-end
framework of claim 2 wherein the vendor adaptor transforms
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the network request in the standard abstracted format into the
vendor-formatted network request at least by mapping an
identified device with a device interface standard compliant
with the device and generating the vendor-formatted network
request so that it is compliant with the device interface stan-
dard.

4. The system implementing the integrated end-to-end
framework of claim 1 wherein the network-infrastructure
management layer comprises a fault fix engine, a correlation
engine, a capacity analytics module, a unified topology mod-
ule, a call tracing and call data record analysis module, and a
unified data repository.

5. The system implementing the integrated end-to-end
framework of claim 1 wherein the service management layer
comprises a management information system based reporting
engine, a knowledge based service analytics engine, a key
indicators based service level agreement management mod-
ule, a forecasting and trend analytics module, and a service
model agent module.

6. The system implementing the integrated end-to-end
framework of claim 1 wherein the service management layer
comprises a knowledge based service analytics engine, the
knowledge based service analytics engine comprising a rules
engine.

7. The system implementing the integrated end-to-end
framework of claim 1 wherein the presentation layer com-
prises an interactive voice response module, a web module, or
a convergence gateway.

8. The system implementing the integrated end-to-end
framework of claim 1 wherein the service management layer
comprises one or more third-party adaptors that interface
with one or more external systems, the external systems com-
prising a trouble ticketing system, a workflow management
system, or a billing system.

9. The system implementing the integrated end-to-end
framework of claim 1 wherein the unified network-access
layer comprises an integration layer, the integration layer
comprising an integration web service module and an inte-
gration module.

10. The system implementing the integrated end-to-end
framework of claim 1 wherein the unified network-access
layer comprises an integration layer, a data modeling layer, a
network adaptation layer, and an element adaptors layer.

11. The system implementing the integrated end-to-end
framework of claim 1 wherein the unified network-access
layer comprises a data modeling layer, the data modeling
layer configured to transform network requests in a standard
abstracted format into a plurality of vendor formats using at
least one or more data dictionaries.

12. The system implementing the integrated end-to-end
framework of claim 1 wherein the unified network-access
layer comprises a network adaptation layer, the network
adaptation layer configured to operate in a reactive mode at
least using one or more vendor request handlers or in a pro-
active mode using at least one or more vendor watch modules.

13. A method for providing an integrated end-to-end
framework for network service assurance implemented using
one or more computing devices, the method comprising:

providing a presentation layer;

providing a service management layer;

providing a network-infrastructure management layer; and

providing a unified network-access layer, the unified net-

work-access layer configured to:

receive a network request in a standard abstracted for-
mat, the network request associated with at least one
network element of a plurality of network elements;
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based on information about the at least one network
element, select a vendor adaptor from a plurality of
vendor adaptors;

using the vendor adaptor, generate a vendor-formatted
network request based at least on the received net-
work request; and

send the vendor-formatted network request to the at least
one network element.

14. The method of claim 13 wherein the vendor adaptor
transforms the network request in the standard abstracted
format into the vendor-formatted network request in a vendor
format.

15. The method of claim 14 wherein the vendor adaptor
transforms the network request in the standard abstracted
format into the vendor-formatted network request at least by
mapping an identified device with a device interface standard
compliant with the device and generating the vendor-format-
ted network request so that it is compliant with the device
interface standard.

16. The method of claim 13 wherein the network-infra-
structure management layer comprises a fault fix engine, a
correlation engine, a capacity analytics module, a unified
topology module, a call tracing and call data record analysis
module, and a unified data repository.

17. The method of claim 13 wherein the service manage-
ment layer comprises a management information system
based reporting engine, a knowledge based service analytics
engine, a key indicators based service level agreement man-
agement module, a forecasting and trend analytics module,
and a service model agent module.
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18. The method of claim 13 wherein the service manage-
ment layer comprises a knowledge based service analytics
engine, the knowledge based service analytics engine com-
prising a rules engine.

19. The method of claim 13 wherein the presentation layer
comprises an interactive voice response module, a web mod-
ule, or a convergence gateway.

20. One or more non-transitory computer-readable media
storing computer-executable instructions for causing one or
more computing devices to perform a method for providing
an integrated end-to-end framework for network service
assurance, the method comprising:

providing a presentation layer;

providing a service management layer;

providing a network-infrastructure management layer; and

providing a unified network-access layer, the unified net-

work-access layer configured to:

receive a network request in a standard abstracted for-
mat, the network request associated with at least one
network element of a plurality of network elements;

based on information about the at least one network
element, select a vendor adaptor from a plurality of
vendor adaptors;

using the vendor adaptor, generate a vendor-formatted
network request based at least on the received net-
work request; and

send the vendor-formatted network request to the at least
one network element.
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